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WHY USE PROFESSIONAL VIDEO CONFERENCING WHEN THE SAME GOALS CAN BE ACCOMPLISHED IN A LESS EXPENSIVE MANNER?

Why use professional video conferencingequipment when computers with

 virtually the same technology, high quality and exceptional clarity are

 available at a much lower cost.

 When we originally thought of the video conferencing concept to help the

 Shidduch crisis, the first thing we looked into was what Bais Yaakov in

 Baltimore uses for their video-conferencing classes given to the girls

 from Eretz Yisrael, as well as other locations around the world-the

 Macintosh IMAC.

 The clarity was amazing and we knew we had a winner. Simple!

 However, as we ran through the pros and cons, and consulted with the

 appropriate Rabbanim, Ba’alei Batim, professionals, singles, parents,

 etc., knowing we had to satisfy everyone and I do mean everyone, we

 realized that we were just unable to get around the issue of internet

 access that allowed one to view the World Wide Web.

 In order to create a program that is "m'rutzah lak'hal"-and today with 

 the Shidduch crisis what it is, we're talking an enormous "k'hal" throughout

 the world, and by looking at the haskamah one can see we accomplished

 that-in spades-we had to spend a tremendous amount of time and money to

 create a data-transfer-only environment (basically for what the internet

 was originally invented), that precluded in all shapes and forms, any and

 all access to the web.

 The ultimate result was to budget for more than we had hoped.  (Had we

 been able to use the Mac configuration we'd have been rolling long ago.)

We purchase second-generation equipment. 
We are protecting access to the circuit through the lack of DHCP and non-standard IP addresses as well as protecting the security of the call through the VPN. 

We are also physically locking up

 the router in the home of the host-even with the host being chosen by the

 local Rabbanim. We are using a T-1 in each home/studio. (Each setup is in a home and we have given  it the name of a “studio.”)

We cannot "borrow" the hi-speed service used currently by the host because
 a) we must have the highest quality and that cannot be guaranteed as we

 would be sharing their service and 
b) because we are protecting the system from outside influences and that would prohibit the host from using their own hi-speed service for their personal/business use.

 By installing the commercial grade equipment along with a firewall, using

 Virtual Private Networks (VPN), between the “studios”, turning off 

 Dynamic Host Configuration Protocol (DHCP) to prevent the hook up of any other

 equipment other than our own, we have created as "bullet-proof” an environment as is reasonably possible.

 Most importantly, as is evident by the haskamah we have acquired, we have

 received the endorsement of many Gedolim, none of whom would ever condone

 access to the “unprotected” internet.

 There are several aspects to security and tznius with which we are both

 concerned and al pi hashkafa required to conquer. While I summarized them

 above, I am repeating them here with a little more technical detail (for

 those among us who are technically inclined and who might wish to

 understand our reasoning behind what we are trying to accomplish):

 1. Use of the World Wide Web (WWW) on our circuit-

        We are purchasing our own circuits that we can totally control. We

 will not share an existing circuit with a host, nor allow them to

 share our circuit. There will be no wireless access to this

 circuit. Because we are physically locking them down, the

 firewall/router will be inaccessible to family/friends in the

 host's home. Even if someone should attach a network cable to one

 of the available ports, we will not be using DHCP, so they will

 not get configured automatically and since we will be using

 non-standard subnets (usually at home, it would be 192.168.1.x,

 and we will be using 192.168.10.x and higher) it will be much

 harder for anyone to figure out. Besides, the hosts are chosen by

 the Rabbanim for a reason and we, therefore, do not anticipate

 even the slightest issue with such a scenario.

 2. Use of the video conferencing equipment-

        We will be maintaining total control over who our equipment can

 connect to, and who can connect to us. Therefore, we have

 configured our equipment not to auto-answer. We must accept a call

 before it will connect. Through the use of the firewall, we can

 limit the addresses that our equipment can call out to and those

 that can call in to our studios. We will be using VPNs (Virtual

 Private Network) tunnels that essentially create a private network

 of all the ShidduchVision studios. No calls will be able to be

 placed outside of this infrastructure nor will any “foreign” IP

 addresses be able to infiltrate our studio locations.

 3. Privacy of the video conferencing session (aka the “date”)

        We need to ensure that it is not possible for anyone to compromise

 the privacy of a video conferencing session. By running the video

 conferencing calls through a VPN we ensure their privacy. The VPN

 works by encrypting the data before it sends it across the

 internet, and then decrypting it at the other end. In its

 encrypted state it cannot be accessed by anyone trying to hack

 into a session.

 To over simplify, this whole process can be compared to what we're

 familiar with from those in Eretz Yisrael who have "local" lines through

 the internet. The only thing that happens is that a phone call is made 

 and

 received, nothing more.

 I hope this  overview satisfies why we must follow the Hashkafic business plan as explained above.

 All my best,

 Jeff Cohn
jeff@shidduchvision.org
